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Abstract
Food can be contaminated by physical, chemical, biological, and radiological hazards.
Industry and regulatory agencies have developed the Food Safety Management System,
based on the principles of Hazard Analysis and Critical Control Points, to be effective
against unintentional food safety risks. However, there is the intentional contamina-
tion of food to cause harm to consumers, customers, or companies, and prevention
requires a different approach to controlling unintentional food safety risks; this concept
is known as food defense. There are certification standards that include food defense
requirements referenced to the Global Food Safety Initiative (GFSI), such as the British
Retail Consortium, International Featured Standards, Food Safety System Certification
22000, and Safe Quality Food Institute. In the context of food producers, it is crucial
to understand the critical success factors for implementing standards involved in food
defense and increasing the effectiveness and sustainability of exporting agroindustries.
The present study aimed to map the essential success factors for implementing food
defense in Brazilian companies already certified by the standards recognized by the
GFSI, to take advantage of this expertise for companies seeking to implement food
defense. Quantitative and qualitative research was conducted by a survey of the per-
ception of those responsible for implementing food safety standards regarding the
relevance of food defense requirements to guarantee food protection. Data analysis
was performed through correspondence analysis. It was possible to identify groups and
formulate a reduced list of priority criteria for the implementation of food defense, to
facilitate and accelerate the adaptation process of companies not yet certified, helping
to raise the level of food safety for consumers, in addition to contributing to economic
growth through new entrants in the export and import chain.
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1 INTRODUCTION

Food defense in the European food industry is a relatively
new concept in many EU countries, unlike in the United
States, where this concept originated. It was officially defined
by the Public Health Security and Bioterrorism Preparedness
and Response Act of 2002 (Bioterrorism Act, 2002), adopted
after the terrorist attacks of September 11, 2001. The main
purpose of the Bioterrorism Act is to protect the food supply
from intentional contamination (Bogadi et al., 2016).

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided the original

work is properly cited.

© 2025 The Author(s). Risk Analysis published by Wiley Periodicals LLC on behalf of Society for Risk Analysis.

The Global Food Safety Initiative (GFSI) definition of
food defense is the process of ensuring the safety of food,
ingredients, feed, or packaging, from all forms of intentional
malicious attack, including ideologically motivated attacks
leading to contamination or unsafety of products (GFSI
Benchmarking Requirements Version 2020, 2020).

GFSI is a global initiative that aims to improve food
safety by harmonizing and implementing best practices in
food safety systems worldwide. This initiative aims to ensure
consumer confidence in food products by promoting food
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safety standards that protect both consumers and companies
in the supply chain (GFSI Benchmarking Requirements Ver-
sion 2020, 2020). In addition, the FSMA IA (Food Safety
Modernization Act—Intentional Adulteration) is a part of the
American legislation, focused on preventing intentional adul-
teration of food, as part of the efforts to modernize food safety
in the United States. FSMA IA requires food companies
to implement food defense measures to prevent deliberate
attacks, including acts of bioterrorism (FDA, 2016).

PAS96, one of the main food defense standards, focuses
on mitigating the risks related to intentional food adulter-
ation and sabotage of the food chain. Unlike other food safety
management systems, such as those of GFSI and FSMA IA,
PAS96 covers a broader approach, including the scope of
food fraud or EMA (Economic Motive Attacks), that is acts
of fraud that are economically motivated. This inclusion of
food fraud in PAS96 is distinct from the GFSI and FSMA
IA standards, which mostly focus on food defense against
ideological or terrorist attacks, with GFSI including food
fraud under the concept of VACCP (Vulnerability Assessment
Critical Control Points), while FSMA IA focuses on risk mit-
igation measures linked to intentional and terrorist attacks,
but not necessarily economic fraud (GFSI Benchmarking
Requirements, 2020; Food Safety Modernization Act, 2011).

It is important to note that compliance with PAS96 does
not equate to compliance with GFSI or FSMA IA. PAS96
takes a distinct approach to food fraud, which is not fully
addressed by the other two standards. Therefore, companies
implementing PAS96 should be aware that compliance with
this standard does not guarantee compliance with the specific
requirements of GFSI or FSMA IA (The British Standards
Institution, 2017).

In PAS96, the concept of TACCP (Threat Assessment Crit-
ical Control Points) is used to assess and mitigate the risks of
intentional attacks on food safety, with a focus on identifying
critical points where such attacks may occur. This is different
from the VACCP concept used in GFSI, which, although it
also assesses vulnerabilities, has a greater focus on food fraud
and risks related to fraudulent economic gains. TACCP there-
fore includes a broader range of risks, such as the possibility
of fraud or sabotage, while VACCP focuses more specifically
on aspects related to economic fraud (GFSI Benchmarking
Requirements Version 2020, 2020; The British Standards
Institution, 2017).Furthermore, using PAS96 as a reference
for implementing food defense in food industries brings
several advantages:

1. Comprehensive Risk Coverage: PAS96 allows for a
detailed analysis of a wider range of threats, including
not only the risks of terrorist and ideological attacks,
but also economically motivated food fraud (EMA).
This expanded aspect is a significant advantage over
the GFSI and FSMA IA standards, which do not
address food fraud as comprehensively (The British
Standards Institution, 2017).

2. Proactive and Preventive Risk Approach: PAS96’s
TACCP methodology allows for a proactive and pre-

ventive approach to food defense, helping companies
identify critical points in the supply chain where an
intentional attack could occur. This approach makes
it easier to implement corrective measures before any
incident occurs, which is a significant advantage over
other food defense systems that may be more reactive
(The British Standards Institution, 2017).

3. Flexibility for Different Sectors: PAS96 is flexible and
can be adapted to different types of food industries,
regardless of the size or complexity of the supply
chain. This versatility allows both large corporations
and small businesses to implement an efficient food
defense system, tailored to their specific needs and
risks (Buchanan & Appel, 2010).

4. Improved Regulatory Compliance: For companies
seeking to expand internationally, adopting PAS96 can
improve compliance with the food safety requirements
of different countries and increase consumer and cus-
tomer confidence. This is especially relevant in markets
where food defense is a requirement for the export of
food products (Praia & Henriques, 2021).

Industry and regulatory bodies have developed Food Safety
Management Systems based on the principles of Hazard
Analysis and Critical Control Points (HACCP), which have
proven effective against unintentional food safety risks. How-
ever, HACCP principles are not used to detect or mitigate
intentional attacks and are therefore not relevant to the scope
of food defense.

The motivation or root cause of food defense is the inten-
tion to cause harm to consumers, customers, or businesses.
This approach is not the same as the motivation for food
fraud, which involves economic gain. Therefore, preventing
food defense requires a different approach than controlling
unintentional food safety risks (HACCP) and preventing food
fraud (Food Safety System Certification 22000, 2019).

However, according to the World Health Organization
(2007), the food chain has undergone considerable changes
in the last 50 years, becoming highly sophisticated. Although
food safety has improved dramatically overall, progress is
uneven and outbreaks of contamination by microbes, chemi-
cals, and food-borne toxins are common in many countries.
Trade in contaminated food between countries increases
the potential for outbreaks of foodborne illness to spread.
Furthermore, the emergence of new foodborne diseases is
becoming a considerable concern (Forsythe, 2013).

Risks to food safety place a greater burden on developing
countries, which have limited capacity both to produce safer
food and to deal with foodborne illnesses. Aid to strengthen
food safety in developing countries can improve those coun-
tries’ access to the global market and increase income from
trade. The initiatives can also have positive repercussions
on the national food supply chain, benefiting consumers and
producers in developing countries (Narrod et al., 2021).

Achieving food safety poses a significant challenge due to
the openness of food production, manufacturing, and market-
ing systems; the global nature of the food industry; the large
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size of production batches; the difficulties in distinguishing
unintentional and intentional contamination; the ability to use
food as a transmission vehicle without the need to weaponize
the agent; and the wide range of microbiological, chemi-
cal, and radiological agents that can be introduced into food
(Buchanan & Appel, 2010).

The World Health Organization (WHO) has identified food
defense as one of the major public health threats of the
21st century since food can be an instrument for terrorist
acts (World Health Organization, 2007). Intentional con-
tamination with toxic materials can cause poisoning, death,
supply chain sabotage, and, consequently, food shortages.
The consequences of such acts can disrupt food exports,
reduce tourism, impair economic performance, and cause
political and social destabilization and public health prob-
lems. Therefore, food defense must have a multidisciplinary
approach involving national and international institutions (US
Department of Agriculture, 2023).

Currently, food companies are increasingly required to
comply with food quality and safety standards to expand
their businesses nationally and internationally (Bogadi et al.,
2016).

The growing global demand for Brazilian food products
imposed a need to meet increasingly stringent requirements,
including specific food defense certifications. In the con-
text of food exports, Brazilian companies need to obtain
the necessary food defense certifications in compliance with
international requirements. These certifications are essential
to assuring importing countries that companies adopt effec-
tive protection measures against deliberate threats to food
(Praia & Henriques, 2021).

The food safety system can be implemented and certified
by various standards recognized by the GFSI, such as those of
the British Retail Consortium (BRC), International Featured
Standards (IFS), Food Safety System Certification (FSSC
22000), and Safe Quality Food Institute, which have been
changing to encompass the food defense concept (Severino
& Almeida, 2016).

The Intentional Adulteration Rule (Mitigation Strategies
to Protect Food Against Intentional Adulteration (21 CFR
part 121)), described by the Food and Drug Administration
(FDA), specifies the required contents of the Food Defense
Plan (FDP). An FDP is a set of written documents based
upon food defense principles incorporated with a vulnera-
bility assessment, including mitigation strategies, delineating
food defense monitoring, corrective action, and verification
procedures to be followed (FDA, 2019; Office of the Federal
Register, 2013)).

Implementing a successful FDP requires considering sev-
eral critical success factors such as the identification and
assessment of risks and implementation of preventive con-
trols, along with employee training and continuous review of
the plan are some of the factors. Furthermore, collaboration
with regulatory bodies, the participation of the entire supply
chain, and the engagement of senior management are crucial
elements for successful implementation (Developing a Food
Defense Plan: A Guide, 2008).

The FDP is a set of actions to prevent malicious attacks,
including threat identification, risk assessment, and deter-
mination of control measures (Manning & Soon, 2016).
Preventive measures include external barriers, such as doors
and fences, which must have an automatic locking system
to prevent access by unauthorized individuals. These bar-
rier types keep potential attackers away from the production
company and are quite effective against intruders, but do not
provide control against employees (Motarjemi & Lelieveld,
2014). When controlling access to employees, mitigation
measures must be established, such as identification at the
entrance to the food company and, when possible, the use
of appropriate uniforms differentiated by the work sector,
facilitating the recognition of unauthorized people within the
establishment. Personal identification numbers or microchips
should be assigned to employees, temporary workers, and
service providers. Furthermore, visitors must be properly
identified within the facilities and whenever possible must be
accompanied by someone to guide them during the visit. Ade-
quate training of all employees in food defense, emphasizing
information necessary for the correct performance of their
respective functions in a particular area, is also an important
measure (Severino & Almeida, 2016).

Other measures that can be adopted include: ensuring that
only authorized suppliers deliver raw materials; inspecting
the packaging to verify its integrity; monitoring the entry
and exit of vehicles at scheduled times and access points;
recording all raw materials as well as all final products to
ensure traceability and facilitate collection and withdrawal
operations; formulating handling instructions and keeping an
inventory of all materials identified as potentially dangerous;
and maintaining a traceability system to allow products to be
recalled from the market quickly and effectively in the event
of an incident or detection of adulteration (Lorenzen et al.,
2009).

Each organization is different and not all mitigation mea-
sures are applicable, practical, or effective for all types and
sizes of companies. Therefore, the measures to be imple-
mented will best suit the structure and meet organizational
needs (Severino & Almeida, 2016). Food facilities that
are significantly vulnerable to intentional adulteration are
required to develop and implement an FDP based on informa-
tion provided about the facility, process, product description,
vulnerability assessment, mitigation strategies, food defense
monitoring procedures, food defense corrective action, and
defense verification procedures, including attack simulation
and attempted threats to food safety (FDA, 2019).

In addition to all these precautions, when our food is
grown, processed, prepared, sold, and served by others, we
rely on each person in the supply chain to make the right
decisions to keep our food safe. These decisions are highly
impacted by the cultures of each organization along the chain,
and how dimensions within these cultures enable or hin-
der food safety decisions and practices. GFSI defines a food
safety culture as: “shared values, beliefs, and precepts that
affect the mindset and behavior toward food safety through-
out an organization.” However, the GFSI believes that to
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4 ANDRADE ET AL.

be successful and sustainable within a company’s culture,
food safety must go beyond formal regulations. Culture exists
apart from written laws and regulations (GFSI, 2018).

Although the GFSI has the aim of strengthening and har-
monizing food safety systems through benchmarking and
working to promote mutual acceptance of certification pro-
grams in all sectors, there is still no clear standardization
among the requirements recognized by the GFSI regarding
the implementation of a food defense management system
(Weber, 2024).

The present article aims to contribute to the standardiza-
tion and prioritization of requirements, based on the analysis
of different standards and the expertise of certified Brazilian
companies, to facilitate the adjustment process of already
certified companies and the implementation of food defense
requirements by companies seeking food safety certification.
Today Brazil is the largest global exporter of sugar, coffee,
orange juice, soybeans, beef, and chicken, the third largest
of corn, and the fourth of pork. It is also the world’s largest
producer of soybeans, coffee, orange juice, and sugar, the
second of beef, and the third of chicken and corn. Overall,
Brazil is the fourth largest exporter of agricultural products
worldwide, behind only the European Union, the USA, and
China (CNA, 2021).

2 METHODOLOGY

To identify the critical success factors of food defense in food
industries, quantitative and qualitative approach research was
carried out, through a survey of the perceptions (Creswell,
2007) of those responsible for implementing food safety stan-
dards regarding the relevance of food defense requirements
to guarantee food protection. The survey involved quantifi-
able data from a population collection to describe or identify
covariation between variables that can indicate causal rela-
tionships or predictive patterns of influence (Sapsford, 2007).
The survey method was applied through a self-administered
questionnaire on the Internet, with a link to the electronic
address sent to people responsible for the quality manage-
ment or production area of food companies. The collected
data were submitted to the correspondence analysis (CA).

2.1 Survey

The questionnaire was divided into three parts. The first
one involved company characterization, where data were col-
lected regarding the location, size, sector of activity, type of
market, and company certifications. In the second part, data
were obtained on food defense requirements based on 30
statements to be evaluated by experts regarding the relevance
of each requirement.

The food defense attributes used in the questionnaire,
described in Table 1, were selected from the list of criti-
cal controls referenced in PAS 96:2017, the UK National
Standards Body’s current guidance on protecting and defend-

ing food and drink from deliberate attack, developed by the
British Standards Institution (BSI). BSI offers food safety
certifications, such as BRCGS (Brand Reputation Compli-
ance Global Standards) and ISO 22000, being recognized
by the GFSI. In this work, PAS 96:2017 was chosen as the
guide, as it provides practical guidance on how to avoid and
mitigate threats to food and the food supply and is the only
one that presents a risk management methodology, TACCP
closely aligned with HACCP.

According to the attributes referenced in PAS 96:2017,
each statement had five response options graded on a Lik-
ert scale of: “1—Not at all relevant,” “2—Slightly relevant,”
“3—Indifferent,” “4—Relevant,” and “5—Totally relevant”
(Money et al., 2005). The instrument was calibrated by six
experts on the subject. The third part referred to the FDP
regarding the existence of a plan and its effect on food safety
culture.

Likert scales are the most frequently used variation of sum-
mation rating scales. They involve statements that express
favorable or unfavorable attitudes toward the topic of interest.
The respondent is asked to agree or disagree with a state-
ment. Each response receives a numerical rating that reflects
favor or disfavor. The numbers are then added to measure the
respondent’s attitudes (Cooper and Schindler, 2003).

To develop the online questionnaire sent to research partic-
ipants, we chose the Google Forms tool, since it has several
advantages, such as no cost; possibility of access at any place
and time; agility in data collection and analysis of results; and
ease of use, among other benefits. It can be sent to poten-
tial respondents via email or a link. Another advantage is
the organization and depiction of data in graphs and spread-
sheets, providing quantitative results in a more practical and
organized way, and facilitating data analysis (Mota, 2019).

To increase engagement in the research and seek greater
reliability in the responses, the questionnaire was answered
anonymously. The complete form can be found in the Sup-
porting Information or through the link: https://forms.gle/
VCAjKJtXuAtwHNwY8.

2.2 Sampling

The sample was nonprobabilistic (Siegel, 2006), and selected
due to the degree of specialization in food defense. The
sample used was composed of representatives of food produc-
tion companies with active certifications in Brazil, extracted
from a public consultation database of certification standards
recognized by the GFSI, which include food defense require-
ments, namely: Global Food Safety Standard (BRCGS) and
FSSC 22000. Although the IFS Food standard is recognized
by the GFSI and is used by Brazilian companies, it was not
included in this study since it was not on the list of certified
companies available for public consultation.

The sample was comprised of representatives of 175 com-
panies extracted from the public consultation database
available at the website: https://directory.brcgs.com/,
accessed in October 2022, applying the country filter “Brazil”
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TA B L E 1 Food defense attributes used in the questionnaire, selected and adapted from the list of critical controls referenced in PAS 96:2017.

Attribute number Requirement

1 The existence of perimeter fencing throughout the factory

2 Finished product storage in a specific location

3 Identification and registration of visitors, and monitoring them throughout the visit

4 Investigation of missed deliveries

5 Control of hazardous materials

6 Control of access to key stock materials

7 Limitations on access to network services

8 System for tracking transport vehicles

9 Monitoring of vehicle access points

10 Qualification of suppliers

11 The existence of a perimeter alarm system

12 Providing employees with a list of emergency contacts

13 Physicochemical and microbiological control of raw materials

14 Proof of identity with criminal record search before hiring new employees

15 Restricted access and monitoring of third-party access

16 Routine cyber training (security principles)

17 Finished product (retail) packaging with effective seals

18 Control of packaging labels

19 Restricted and controlled access of employees to relevant areas

20 Uniforms differentiated by sector

21 Restriction on the use of cameras and other portable electronic devices

22 CCTV monitoring/recording of perimeter vulnerabilities

23 Controlled access to the utilities area (ventilation, air conditioning, water storage, steam system, electrical system, etc.)

24 Parking of vehicles of employees and visitors outside the industrial sector

25 Access control (entrances and exits) by CHIP and PIN

26 Computer accounts closed or suspended during the dismissal process

27 Access cards and keys collected during the dismissal process

28 Differentiated recruitment for sensitive functions and/or critical roles (concerning risks)

29 Employee awareness of food safety and security

30 CCTV monitoring/recording of vulnerable areas

Source: Authors.

and the standard filter: “Food,” which contained information
such as company name, category, certification body, date of
issuance and expiration of certification, email of technical
and commercial contacts and company telephone number,
or extracted from another public consultation database avail-
able on the website: https://www.fssc.com/public-register/,
accessed in October 2022, using the command “Export all”
and applying the filters: Country “Brazil,” Status: “valid,”
removing the “production” option from the FCC filter of
(Bio) chemicals, “production of food packaging,” “pro-
duction of feed,” “provision of transport,” and the filter
“statement” packaging options, animal feed, additives, and
food ingredients, leaving 445 of a maximum of 33,488
potential records. The database extracted from FSSC 22000
only contained the company name and address, with no
telephone numbers or contact emails.

The questionnaire was first sent in October 2022 via email
to 160 technical persons of the 175 existing in the BRCGS
database, since the list contained repeated technical contacts.
The response rate was very low, mainly because the contact
list found on the website was outdated, so we received many
responses of “address not found.” To continue the research,
we contracted a survey company to obtain a mailing list
referring to the food industry, which carried out the survey
and updated the contacts of as many companies as possi-
ble contained in the two extracted databases (BRCGS and
FSSC 22000). In December 2022, the same questionnaire was
sent to 122 technical managers in the production and quality
area, now with the contacts updated by the research service
provider.

All told, 50 complete responses to the surveys were
received. From the standpoint of question standardization,
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6 ANDRADE ET AL.

self-administered questionnaires reduce this source of vari-
ability. The most cited disadvantage of mail surveys is
the low response rate (Gunther, 2003). On the other hand,
(Kronsnick, 1999) cited a research that suggests that low
response rates do not necessarily mean a low degree of
representation.

2.3 Ethical considerations

Before being sent to prospective respondents, the ques-
tionnaire was submitted to the Ethics and Research Com-
mittee of the Federal University of the State of Rio de
Janeiro and was approved under CAAE protocol number
58774322.0.0000.5285.

According to (Conselho Nacional de Saúde, 2012)from the
National Health Council (CNS), which deals with research
and tests involving human beings, the ethics of research
implies respect for the participants’ dignity and autonomy,
recognizing their vulnerability, ensuring their willingness to
contribute and freedom to withdraw from the survey at any
time. Since it was an online questionnaire about the per-
ceptions of those responsible for implementing food safety
standards in the company, the participants could choose not
to respond.

In addition to the risk factors already mentioned and fol-
lowing (Carta Circular No 1, Ministério da Saúde, 2021)
from the National Ethics and Research Commission of the
Ministry of Health, the research risks in a virtual environ-
ment were considered. Such measures aim to preserve the
protection, security, and rights of research participants in vul-
nerable situations. The survey was also under the National
Health Council (CNS) (Conselho Nacional de Saúde, 2016),
whereby the use of a free and informed consent form was
waived, for the following reasons (i) it was an analytical
study, using databases open to public consultation on the
certification standards websites; (ii) all data were analyzed
anonymously, without nominal identification of the partici-
pants and companies consulted; (iii) the results of the study
were presented in aggregated form, not allowing the indi-
vidual identification of participants and companies; and (iv)
it was a non-interventional study (without nutritional and
clinical interventions) and without changes/influences on the
routine/treatment of the research participants, and conse-
quently without adding risks or harm to their well-being. All
data that were considered sensitive were protected and the
respondents were informed that only general data would be
used for academic purposes.

2.4 Statistics and data analysis

Data analysis was carried out using CA, a statistical tech-
nique from the field of multivariate analysis that allows the
identification of key dimensions inherent to evaluations made
by respondents regarding objects and then positioning such
objects on a perceptual map. According to (Hair et al., 2009)

as a general rule for creating a perceptual map, a minimum
of three attributes and three objects are required, which in
this study were represented by the critical factors and the
companies evaluated, respectively.

The objective of the CA was to identify the most rele-
vant variables among the critical success factors, to answer
the research question. Respondents were asked to classify the
variables according to their level of importance.

The CA was performed with the RStudio software (pack-
ages base, ca, datasets, factoextra, FactoMineR, ggplot2,
ggpubr, graphics, grDiveces, methods, stats, and utils). The
analysis was based on similarity data, since the objective of
modeling in the present study was to provide a clearer com-
parison among objects (companies), based on their attributes.

3 RESULTS AND DISCUSSION

3.1 First section of the questionnaire

Few studies use practical applicability regarding the topic
of food defense. Among these is a case study in the dairy
industry in Rio de Janeiro (R. Silva et al., 2020), where
the objective was to verify the agreement of the respondents
with the items covered in a food defense program, carried
out by distributing the questionnaire via email and descrip-
tive statistical evaluation of the responses. The results of that
work suggested that although a FDP had not been formally
implemented, there was concern among the dairy industry
regarding this issue, indicating that its formal application
could be facilitated.

Also in Brazil, another case study was carried out in a small
company that sells meat seasonings located in São Paulo as
part of a supply chain supplying export companies that must
comply with the legislation in force in the countries of des-
tination of its customers, such as the implementation of food
defense.

For this purpose, the FDP Builder Software program was
used available on the FDA website that aims to identify vul-
nerabilities and develop FDPs (Figueira, 2018). It is laborious
and time-consuming, requiring the completion of several
steps customized to the company’s reality, but it was possi-
ble to identify vulnerable points, and based on them develop
an action plan for the factory to become safe in terms of
intentional contamination actions.

Assessment work on the implementation of food defense
requirements was carried out in Lisbon in two 1acking com-
panies (Praia & Henriques, 2021), through a first-party audit
based on a checklist with 116 closed-response questions,
where it was possible to verify the degree of implementation
of food defense requirements through the main vulnerabili-
ties detected, which were related to the lack of a FDP, failure
to identify critical areas in the company, ineffectiveness of
alert systems and lack of knowledge of food defense by
employees.

Due to the scarcity of practical references for a food
defense implementation in food processing companies, this
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CRITICAL MONITORING AND CONTROL FACTORS FOR ACHIEVING FOOD DEFENSE CRITERIA 7

study was developed with data from firms from different food
segments in Brazil, to consolidate information from those
responsible for the food safety plans that are certified accord-
ing to the requirements of food defense. Our overall aim
was to extract information to facilitate the implementation or
adjustment of these requirements in the food industry.

The survey obtained valid responses from 50 anonymous
companies using the codes empr.1 to empr.50. The answers
extracted from the first part of the form allowed us to char-
acterize the profile of the responding companies, where 82%
had more than 10 years in the market, 14% between 5 and
10 years, and the remaining 4% less than 5 years. Regard-
ing the size classification of companies, 48% were large, with
more than 500 employees, 40% were medium, with 100–499
employees and 12% were small, with fewer than 99 employ-
ees. Regarding the geographic location of the companies,
most are located in the Southeast, South, and Midwest regions
of Brazil, with 36%, 34%, and 20%, respectively. As for the
industrial segments, 38% were slaughterhouses/meat pack-
ing companies, 14% were juice production firms, 4% were
involved in rice, coffee, tea, and cereal processing, and the
remainder were in miscellaneous other segments.

Regarding exports, of the 50 Brazilian companies respond-
ing, only 3 do not export, and the rest of the companies export
to more than one destination, namely South America with
70% as the destination for products manufactured in Brazil,
followed by Asia with 64%, Europe with 54%, North Amer-
ica with 52%, Central America with 40%, and Africa with
22%.

At the end of the first section of the form, the respondents
were asked whether their company had a food industry
certification system, and only 1 of the 50 companies did
not (a small company and one of those that do not export).
Regarding the types of certification, with the possibility
of multiples, 76% of respondents had BRC certification,
followed by FSSC 22000 with 20%, ISO 22000 representing
10%, HACCP with 6%, ISO 9001 with 4%, and others
spread across other important types of certification in the
food sector, such as SGS, IFS, PAS 96 and GMP.

3.2 Second section of the questionnaire

The second section of the questionnaire elicited responses
from 50 food company representatives, who evaluated 30
food defense requirements regarding the level of relevance
of the attribute as a critical success factor in protecting food
companies from intentional contamination attacks (Table 1).

Calculation of descriptive statistics was the initial step of
data analysis, to summarize and understand the data. From
Table 2, with the average scores, 29 of the 30 attributes were
considered relevant for companies, with the exception being
attribute 14.

This is a broad view, but the attributes are not perceived in
the same way by all companies and contribute to explaining
data variability.

Table 3 shows the dimensions considered in the solution
and their respective eigenvalues. The eigenvalues represent

the relative contribution of each dimension in explaining the
variance of the categories. The number of dimensions gen-
erated is equal to the smallest number between columns (50
companies) and rows (30 food defense requirements) minus 1
company. Therefore, 29 dimensions were generated. They are
presented in descending order of eigenvalues, with the first
dimension carrying the greatest explanatory power, which
decreases until reaching the lowest contribution of individual
explanation in dimension 29. Table 1 shows that the total
explanatory power, considering all five dimensions, was
60.04%. Each dimension added to the solution increased the
explained variance of the solution. However, the complexity
of interpreting the results also increased. Therefore, there
needs to be a balance between the explanation of the solution
and the number of dimensions added (Hair et al., 2009).

To distinguish the attributes that contribute most to the
explanation, Figures 1 and 2 were designed to demonstrate
the contribution of each attribute in dimensions 1 and 2,
respectively. The dashed red line in the figures indicates the
expected average value if the contributions of all attributes
were uniform.

From Figures 1 and 2, the analyses were directed con-
cerning the attributes that contributed most to the model.
To facilitate the identification of these relationships, we cre-
ated a contribution biplot perceptual map (Greenacre, 2013)
(Figure 3). The perceptual map is a visual representation
of the respondents’ perceptions regarding the relevance of
attributes for food defense implementation. The perceptual
map used in this study is two-dimensional and is represented
by two axes, showing the relationship between attributes and
companies. In this display, points that contribute very little
to the solution are close to the center of the biplot and are
relatively unimportant for interpretation (Greenacre, 2013).

Certain attributes were similarly perceived by the respon-
dents, Figure 3 illustrates through ellipses, that four groups
were formed and four more highlights for isolated attributes,
but with a strong contribution to explaining the CA model.

The first grouping involves Attribute 1 (Existence of
perimeter fencing throughout the factory), Attribute 7
(Limitations on access to network services), Attribute 9
(Monitoring of vehicle access points), Attribute 26 (Com-
puter accounts closed or suspended during the dismissal
process), and Attribute 27 (Access cards and keys collected
during the dismissal process), which are close together and
point in the same direction. Similarly, other associations
can be made from Figure 3, such as a group of attributes:
Attribute 12 (Providing employees with a list of emergency
contacts), Attribute20 (Uniforms differentiated by sector),
and Attribute 28 (Differentiated recruitment for sensitive
functions and/or critical roles (concerning risks), another
group formed by Attribute 8 (System for vehicle tracking),
Attribute 11 (Existence of a perimeter alarm system, and
Attribute13 (Physicochemical and microbiological control of
raw materials), and another formed by Attribute 6 (Control
of access to key stock materials) and Attribute 17 (Finished
product packaging (retail) with effective seals).

Although PAS 96:2017 (The British Standards Institution,
2017) was the reference used to prepare the questionnaire
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8 ANDRADE ET AL.

TA B L E 2 Average scores per attribute considering the evaluations of the 50 responding company representatives with responses graded according to the
scale: “1—Not at all relevant,” “2—Slightly relevant,” “3—Indifferent,” “4—Relevant,” “5—Totally relevant.”

Attribute Requirements Average

3 Identification and registration of visitors, and monitoring them throughout the visit 4.82

10 Qualification of suppliers 4.82

29 Employee awareness of food safety and security 4.82

6 Control of access to key stock materials 4.8

5 Control of hazardous materials 4.78

15 Restricted access and monitoring of third-party access 4.78

30 CCTV monitoring/recording of vulnerable areas 4.76

23 Controlled access to the utilities area (ventilation, air conditioning, water storage, steam system, electrical system, etc.) 4.74

19 Restricted and controlled access of employees to relevant areas 4.7

2 Finished product storage in a specific location 4.66

13 Physicochemical and microbiological control of raw materials 4.66

1 The existence of perimeter fencing throughout the factory 4.64

17 Finished product (retail) packaging with effective seals 4.64

7 Limitations on access to network services 4.6

27 Access cards and keys collected during the dismissal process 4.58

22 CCTV monitoring/recording of perimeter vulnerabilities 4.52

18 Control of packaging labels 4.48

4 Investigation of missed deliveries 4.46

26 Computer accounts closed or suspended during the dismissal process 4.46

8 System for tracking transport vehicles 4.38

9 Monitoring vehicle access points 4.34

21 Restriction on the use of cameras and other portable electronic devices 4.34

16 Routine cyber training (security principles) 4.28

20 Uniforms differentiated by sector 4.24

28 Differentiated recruitment for sensitive functions and/or critical roles (concerning risks) 4.2

25 Access control (entrances and exits) by CHIP and PIN 4.18

12 Providing employees with a list of emergency contacts 4.14

24 Parking of vehicles of employees and visitors outside the industrial sector 4.06

11 The existence of a perimeter alarm system 4.04

14 Proof of identity with criminal record search before hiring new employees 3.66

Source: Authors.

with the requirements and it classifies the requirements into
three groups (controlling access, detecting violations, and
ensuring the safety of personnel), we used these require-
ments without grouping, and applied the statistical tool, CA,
based on the responses of the respondents. This allowed us to
characterize four groups with characteristics similar to those
proposed by PAS 96:2017, ratifying the proposal to protect
and defend foods and beverages from deliberate attacks.

In Figure 3, the angle between the arrows and the prox-
imity between the points are indicators of association (Hair
et al., 2009). Therefore, companies that are on the right side
of Figure 3 consider attributes that are also on the right to be
more relevant, with the same also about those on the left side.
For example, Attribute 24 (Parking of vehicles of employ-
ees and visitors outside the industrial sector) is an attribute
positioned angularly close for Emp6, Emp.36, and Emp.41.

These companies are in the animal slaughter and meat pack-
ing segment, and export to North America, Europe, Asia, and
Africa. They are also BRC certified and conduct an invasion
simulation with an internal agent (someone from within the
company).

Attribute 25 (Access control (entrances and exits) by CHIP
and PIN), according to Figure 2, has the greatest contribution
of attributes to dimension 2, but due to the distance observed
in Figure 3, this is not valued in the same way by all compa-
nies. Of the 50 companies, 12 evaluated it with a score of 2
(not very relevant) or a score of 3 (indifferent).

Likewise, Attribute 21 (Restriction on the use of cameras
and other portable electronic devices) is isolated and has a
significant difference when analyzing Figure 3, as only 48%
of companies evaluated this attribute with a score of 5 (totally
relevant).
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CRITICAL MONITORING AND CONTROL FACTORS FOR ACHIEVING FOOD DEFENSE CRITERIA 9

TA B L E 3 Eigenvalues of the five most representative dimensions in the relative contribution of each dimension to explain the variance of the categories,
where the total amount of explanation considering five dimensions was 60.04%.

Dimension Eigenvalue Variance.percent Cumulative.variance.percent

Dim.1 3.402394e -03 19.00515444 19.00515

Dim.2 2.579319e -03 14.40760568 33.41276

Dim.3 1.752825e -03 9.79095916 43.20372

Dim.4 1.567457e -03 8.75553014 51.95925

Dim.5 1.447341e -03 8.08458003 60.04383

Source: RStudio Output.

F I G U R E 1 Contribution of attributes to dimension 1 in descending order to allow a visual analysis that most contributes to the model. Source: RStudio
Output.

About the Attribute 14 (Proof of identity with criminal
record search before hiring new employees), it was consid-
ered the least relevant among all attributes, since it has the
greatest distance from the companies analyzed (Figure 3),
being the only one to present a mean below 4 (3.66) and
obtaining mode and median equal to 4. This statement can
be made with confidence because according to Figure 1, it
is the attribute with the greatest contribution in dimension
1. However, some companies classified it as “Totally Rele-
vant,” as was the case of Empr.3 (Slaughter of animals and
production of meat and meat products), Empr.6 (Slaughter
of animals and production of meat and meat products), and
Empr.9 (Production of rice, coffee, tea and cereals).

Further regarding companies, Empr.2 evaluated the rele-
vance of the attributes with the lowest scores, despite stating

that the company has the maximum level of food safety
culture. In Figure 3, it stands apart from the other compa-
nies. This company operates in the production of juices, soft
drinks, and beer, is medium-sized (100–499 employees), is
located in the Southeast region, and exports to other coun-
tries in South America, North America, Central America, and
Europe.

3.3 Third section of the questionnaire

Finally, the third part refers to the FDP in relation to the com-
pany the respondent represents: regarding the existence of
a plan, carrying out the effectiveness testing, and the food
safety culture. The results can be seen in Table 4.
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10 ANDRADE ET AL.

F I G U R E 2 Contribution of attributes to dimension 2 in descending order to allow a visual analysis that most contributes to the model. Source: RStudio
Output.

TA B L E 4 Answers responses (%) from the 50 respondents referring to the third section of the questionnaire.

Questions
asked

Answers

Yes No

Does the company have a Food Defense Plan? 98% 2%

Are there tests carried out annually of the warning system for potential danger from acts of sabotage, vandalism, or terrorism? 76% 24%

How are these tests carried out? % Answers

Simulation with an internal agent (someone from within the company) 68%

Invasion simulation with an external agent (hiring a third party) 16%

Simulation with internal and external agent 10%

Inspection of established control measures 3%

Internal audit 3%

In your opinion, what is the company’s level of food safety culture? % Answers

Minimum 0%

Neutral 32%

Maximum 68%

Source: Authors.
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CRITICAL MONITORING AND CONTROL FACTORS FOR ACHIEVING FOOD DEFENSE CRITERIA 11

F I G U R E 3 Biplot perceptual map of contribution—two-dimensional map represented by two axes, displaying the relationship between attributes and
companies, and highlighting some attributes for analysis. Source: RStudio Output.

Regarding the level of food safety culture, it is impor-
tant to highlight that we only asked one question about the
respondent’s opinion regarding the company in which he/she
works, to compare with the results of the work as a whole.
However, there is the possibility of measuring the level of
maturity of the food safety culture through phases and scales
referenced in the GFSI Food Safety Culture Maturity Model
(GFSI, 2018).

4 POLICY IMPLICATIONS

The notion of food defense emerged in the USA, after the ter-
rorist attacks of September 11, 2001, reflecting the idea that
the food sector constitutes a critical infrastructure for national
security and that the food system must be defended against
intentional acts, motivated by political or ideological reasons,
which could cause large-scale damage to public health or
the economy (EUA, 2011, 2015). The government’s response
to these—and previous—food safety problems has been to
introduce new food safety legislation or issue improved
guidelines to food handling businesses.

Furthermore, food defense can be characterized as a public
security problem, as it produces a specific type of discourse
that articulates a given issue as an existential threat—that
is, as an extreme danger that calls into question the exis-
tence of a socially valued object and—a securitizing actor,

usually speaking from a position of power, attempts to
convince a relevant audience of the need for urgent and
exceptional measures to contain the development of the threat
(Buzan et al., 1998), that is, the discourse on the bioterror-
ist threat, constructed at the strategic level of the decisions
of American political elites and supported by the accep-
tance of the scientific community, media, and public opinion,
which justified and legitimized the substantive measures that
began to be operationalized in food defense practices in the
food industries, explaining how the food sector has been
securitized.

Awareness of the need to address the food defense concept
is gaining pace in the food and beverage industries in Brazil,
especially those working with exports. The international mar-
ket imposes several standards, critical requirements, and
protection measures, and Brazilian industries, in order not
to lose market share or even to expand their export capac-
ity, must have well-implemented defense plans to ensure the
protection of food against intentional and malicious activity,
sabotage, bioterrorism and other points of vulnerability for
organizations, forcing Brazilian industries to quickly com-
ply with international legislation. In addition to this driving
factor, customers are more informed and therefore more
demanding; there is a growing concern among companies
regarding customer satisfaction and product differentiation
with greater added value, thus the quality attribute becomes a
major differentiator of choice for the customer, in addition to
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12 ANDRADE ET AL.

TA B L E 5 Titles of groups of attributes demonstrating proximity with intrinsic similarities are highlighted in the perceptual map.

Attribute Title

Access restrictions

1 The existence of perimeter fencing throughout the factory

7 Limitations on access to network services

9 Monitoring vehicle access points

26 Computer accounts closed or suspended during the dismissal process

27 Access cards and keys collected during the dismissal process

Human resource management

12 Providing employees with a list of emergency contacts

20 Uniforms differentiated by sector

28 Differentiated recruitment for sensitive functions and/or critical roles (concerning risks)

Controls

11 The existence of a perimeter alarm system

13 Physicochemical and microbiological control of raw materials

8 System for tracking of transport vehicles

Materials and packaging

6 Control of access to key stock materials

17 Finished product (retail) packaging with effective seals

Source: Authors.

the certainty that companies need continuous improvement to
survive this reality (da Silva & de Melo, 2017).

As with most food products, US law requires advance noti-
fication of foods imported or offered for import into the coun-
try. The US has also established a Foreign Supplier Verifica-
tion Program for importers of human and animal foods, based
on a program for the expedited review and import of foods
from importers who can maintain a high level of control over
safety. of their supply chains (the Qualified Importer Volun-
tary Program). Both programs came into force in 2018. Food
importers must have at least a HACCP program. Furthermore,
food products must comply with US labeling standards and
separate standards for organic products (CNI, 2018).

Since the FSMA was passed in January 2011 in the USA,
more organizations are following food safety regulations.
Manufacturers have become more aware of the need to com-
ply with food safety protocols, working diligently to improve
safety, quality, accuracy, transparency, and compliance. This
was a historic milestone that shifted the focus of food safety
from reactive to preventative, where organizations need to
prove that they are proactive in ensuring that the food they
receive is not harmful to health and is of the nature, substance,
and quality required by the purchaser, ensuring transparency
and traceability for our collective food supply (Damaren,
2024). The FMSA was created to protect, mitigate, prevent,
detect, and respond to intentional contamination in the food
supply chain. This law grants the FDA the legislative power
to regulate any foreign supplier, entity, or person involved
in the preparation of foods in the United States. In May
2016, the FDA released the FSMA final rule that seeks to
prevent intentional adulteration of acts intended to cause
large-scale harm to public health, including targeted acts of

terrorism to the food supply. Such acts, although unlikely,
could cause illness, death, or disruption of the food supply. In
this rule, economic adulteration is addressed in the final rules
on preventive controls for foods of human and animal origin
(FDA, 2016).

In Europe, the most significant food safety standards
are the BRC and the IFS. According to these standards,
food defense requirements are mandatory and include the
implementation of hazard analysis, the assessment of related
risks, and the identification of critical areas (British Retailer
Consortium, 2015).

In 2018, the ISO 22000 standard (FSMS) published the
requirements for a food defense management system. It maps
out what an organization needs to do to demonstrate its abil-
ity to control food safety risks to ensure food safety. It can
be used by any organization, regardless of its size or position
in the food chain, from primary production to the consumer
(International Organization for Standardization, 2018).

If a food company has partnership agreements or exports
products to certain countries, it is obliged to apply the food
defense requirements defined by food safety standards and
the legislation of the countries with which the company has
commercial relations. Food defense is a concern in almost
all business areas of the food industry, where intentional
contamination and food fraud can pose a series of threats
to consumers and public health, in addition to harming the
company’s business (Bogadi et al., 2016).

Brazil must remain up to date in knowledge and technology
to meet the constant changes and demands of consumer mar-
kets. This commits Brazil to being prepared to adopt current
standards and legislation relevant to food quality and safety
(Machado, 2012).
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CRITICAL MONITORING AND CONTROL FACTORS FOR ACHIEVING FOOD DEFENSE CRITERIA 13

Loader and Hobbs (1999) studied the issue of firm
responses to changes in food safety legislation, concluding
that companies will respond in different ways depending on
their corporate strategies and objectives. However, it is sug-
gested that all companies answer quickly to food safety con-
cerns and that legislation often requires them to do so because
they have a particularly direct influence on product marketing
and are the source of increasing consumer concerns.

In the area of knowledge construction, although the top-
ics to be addressed must respond to problems relevant to
society, the focus becomes the market (demand pull) and
technological policy. In this sense, the main influencing ele-
ment is business demands. Companies have the knowledge
and skills to judge what type of science is necessary. Thus, in
this paradigm, science is still linear, but the focus of scientific
development is influenced by the prioritization made by the
productive sector (Velho, 2011).

In summary, what has been observed over the last few years
is that food defense practices have started to be disseminated
more frequently and in a bureaucratic manner. The rules and
regulations of the food sector promote a more active and
autonomous involvement of the business sector itself, rather
than political speeches, declarations, and official directives,
of an emergency nature, which marked the emergence of this
concept. It is this more technical and specialized approach,
with risk reduction models and tools against intentional adul-
teration, that has impacted concerns about the protection of
the food chain in the government sphere, in the food industry,
and in academic debate not only in the USA but also in other
regions of the world where the discussion on food defense
becomes increasingly necessary and frequent (Andrade et al.,
2021; Bogadi et al., 2016; Dalziel, 2009; Fredrickson, 2014;
Jurica et al., 2019; Manning & Soon, 2014; Severino &
Almeida, 2016).

5 CONCLUSIONS

Food defense is a topic that has been little studied in Brazil,
and there is scarce information in the public domain on the
subject. At the same time, there is an inherent knowledge gap
within the industry regarding which food defense strategies
need to be addressed, and there is a growing need for food
companies to develop and adopt FDPs to ensure market entry
and continuity, mainly through certification by outside parties
of their management systems (Andrade et al., 2021).

Through profile mapping of the 50 companies, we
observed that 47 of the companies analyzed exported their
products and had specific food industry certifications. Of
the three companies that do not export, only one does not
have specific certification. Regarding the types of certifica-
tions (highlighting that a company can have more than one
type), 76% have BRC certification, followed by FSSC 22000
representing 20%. Both BRC and FSSC22000 are standards
recognized by the GFSI, which contemplates a FDP imple-
mentation, confirming the requirement for a certified food
safety plan for companies that export foods. This statement is

supported by the question asked in the last block of the ques-
tionnaire, where respondents answered whether the company
had a FDP implemented. Again, only the company that does
not export and does not have certification responded that it
does not. It is imperative for companies seeking to expand
their market reach to prioritize the adoption of such certi-
fications and the implementation of robust FDPs. Another
important aspect is that of the companies that stated they have
a FDP implemented, only 77.5% said they conduct invasion
simulation testing of the warning system annually to detect
the potential danger of acts of sabotage, vandalism, or terror-
ism, using an internal or external agent to determine whether
the FDP implemented is effective. We urge these companies
to consistently test and refine their food defense systems to
ensure they are prepared for any potential threats.

Regarding certification type, the BRC standard was the
most representative in the sample analyzed. This may have
influenced the result because it is the only public consultation
database available with email addresses of technical and com-
mercial contacts, by telephone numbers. Although outdated,
the database was revised by the research company later.

Returning to the initial objective of this work, which was
to contribute to the standardization and prioritization of the
requirements necessary to implement food defense in a com-
pany based on the analysis of the different standards and
the expertise of certified companies, we observed that the
attributes and requirements for the implementation of food
defense are valued by different ways and companies.

The results discussed in the previous section allowed the
formation of four distinct groups, but with intrinsic simi-
larities in the formation of each group, thus allowing these
characteristics to create group titles for better understanding
by the reader, as shown in Table 5.

This result comes from the subtlety that the CA method
provides because even unconsciously, some attributes are per-
ceived similarly by the respondents, enabling the formation
of groups. This means that when implementing food defense
requirements in companies, joint efforts can be empha-
sized and concentrated on requirements belonging to the
themes that include “access restrictions,” “human resources
management,” “controls,” and “materials and packaging.”
Companies should prioritize these areas to build a compre-
hensive and effective food defense strategy, especially those
with limited resources.

Likewise, from the results, we can infer that there is no
need, priority, or urgency to implement Attribute 14 (proof
of identity with criminal record search before hiring new
employees), as mentioned in the previous analysis.

For similar analysis, starting with companies in relation
to attributes, that is, trying to characterize groups of com-
panies with similar affinities in relation to food defense
requirements, we suggest future research with more detailed
characterization of the companies or the respondent, to iden-
tify the existence or not of similarities between groups of
companies, which can also support the formation of new
affinity groups about attributes and thus facilitate the imple-
mentation or adaptation of food defense requirements in
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14 ANDRADE ET AL.

the food industry in general. We encourage researchers to
investigate these patterns before refining and enhancing food
defense strategies.

Based on the identification and mapping of the critical suc-
cess factors for implementing food defense, our results can
contribute to choices on implementing food defense or the
need to adjust the requirements for maintaining a FDP. This
can serve as a guide for food companies to develop effective
strategies to face the threats of intentional contamination and
protect consumer health, thus contributing to food safety for
consumers and economic growth through new entrants in the
food industry in the export and import chain.

Finally, it is important to highlight the results from the last
question of the questionnaire, on the level of food safety cul-
ture, where 68% of respondents said that their company has
the maximum level of culture, and 32% responded that they
had a neutral level, although 98% of the respondents said
their company had a FDP in place. According to the GFSI,
food safety culture is defined as: “shared values, beliefs, and
norms that affect mindset and behavior toward food safety
in, across and throughout an organization” (GFSI, 2018), In
other words, food safety culture is what ensures the continued
maintenance of an effective FDP that is regularly updated and
guarantees the supply of safe food to the public. Therefore,
we suggest the future of how to measure and improve food
safety culture in organizations.

Given the critical findings in our study, we strongly encour-
age companies to initiate the implementation of a FDP,
leveraging the identified success factors. By actively engag-
ing in these practices, companies can not only enhance their
food defense mechanisms but also ensure that their operations
align with global standards, thus securing consumer trust and
expanding market opportunities. Furthermore, applying our
model in companies across different countries will validate
its broader applicability and foster international collaboration
in food safety initiatives.
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